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OIIPEAE/IEHUA

B HacTosiiiem JO0KyMeHTe UCIIOb3YOTCS CIeAYIOLIe TEPMUHBI U UX OTpe/ie/IeHuUs.

ABTOMaTH3MpOBaHHasi CHCTeMa — CUCTeMa, COCTOsIIlas M3 TlepcoHasa U
KOMIL/IeKCa CpeJiCTB aBTOMAaTH3alluM ero AesTe/IbHOCTH, peasv3ytolllas MHGOPMAalMOHHYO
TeXHOJIOTUIO BBITIOJTHEHUSI yCTAaHOBJ/IEHHBIX (DYHKI[UH.

AyTEHTI/Id)I/IKaI.H/IH OTIIPpABUTE/IA AdHHBIX — [IOATBepXIeHKWe  TOro, qTo
OTIIPABUTEJIb TTOTYYEHHBIX NAdHHBIX COOTBETCTBYET 3d4AB/IECHHOMY.
be3onacHocTh MMePCOHA/IbHBIX JAdHHBIX — COCTOsIHHE 3dlIHIIeEHHOCTHU

MepCOHA/IbHBIX JAaHHBIX, XapaKTepu3yemoe CIOCOOHOCTBIO TM0Jib30BaTesiel, TeXHUYeCKHUX
CpeACTB U MH(OPMALIMOHHBIX  TeXHOJOTW  obecrieunTb  KOH(MWEHLIMAIbHOCTb,
L[eJIOCTHOCTb M [IOCTYITIHOCTb  TIepPCOHa/bHBIX J@HHbIX TpU UX 00paboTke B
MH(OPMAaLIMOHHBIX CHUCTeMax MepCOHATbHBIX JaHHbBIX.

Buomerpuyeckue nepcoHa/abHbIe AaHHbIE — CBeIeHUs, KOTOPble XapaKTepPU3yIOT
dusnonornueckre 0Co6eHHOCTU YesloBeKa U Ha OCHOBe KOTOPBIX MOXKHO YCTaHOBUTH €r0
JUYHOCTb, BK/Ouasi ¢ortorpaduy, OTIeYaTKu TanbleB, o0pa3 CceT4aTKW IJia3a,
0COOEHHOCTH CTPOEHUSI TeJla U IPYTYI0 MoA00HYI0 MHPOPMaIHIO.

B/ioKupoBaHHe TMEPCOHA/IBHBIX J[AHHBIX — BpPeMeHHOe TpekpaileHre cOopa,
cUCTeMaTU3alliy, HaKOIUIeHHUsl, WCIO/Ib30BaHUsl, paclpOCTPaHeHHsl, [epPCOHA/bHBIX
JJAaHHBIX, B TOM UHMCJIe UX Mepeaun.

Bupyc (KOMObHOTEPHbIH, MPOrpaMMHBIN) — VCIIOJHIEMbId NPOrpaMMHBIA KOJ
WM  WHTeprnpeTHpyeMblii  HabOp  WHCTPYKLIUM, o01ajaroI i CBOMCTBaMH
HECAHKIJMOHMPOBAHHOT'O  pacrlpoCcTpaHeHUss U caMoBocripou3BefieHusi. Co3JaHHbIe
AnyOnMMKaThl KOMITbBIOTEDHOTO BHMpPYCa He BCerjia COBMa/al0T C OPUTUHAIOM, HO COXPaHSIOT
CrocoOHOCTB K Aja/ibHelIlIeMy pacripoOCTpaHeHUI0 U CaMOBOCITPOM3BeIeHUIO.

BpepoHocHass mporpaMma — nporpaMma, fnpejHa3HaueHHasi [/ OCYLL[eCTBJIeHUs
HeCaHKLIMOHMPOBAHHOTO [OCTyIa U (WIM) BO3JEMCTBUSI Ha MepCOHa/bHble JaHHble WA
pecypchl MH()OPMALIMOHHOM CUCTEMBbI TIepCOHAbHbBIX ITaHHBIX.

Bcnomorare/ibHbIe TeXHUYeCKHe CPeACTBA U CHUCTeMbl — TeXHUUYEeCKHe CpefiCTBa
M CUCTeMbl, He TpeJHa3HaueHHble /7S Tiepefjaud, 00paboTKW U XpaHeHUsi TepCOHA/TbHbBIX
JJAHHBbIX, YCTaHaB/IMBaeMble COBMECTHO C TEeXHWYECKUMM CpeJCTBaMU U CHUCTEMaMH,
npejHa3HaueHHbIMU 711 00pabOTKM TMepCOHAMbHBIX [aHHBIX WIM B TIOMELLEHUsX, B
KOTOPbIX YCTaHOB/IEHbI UH(DOPMal[MOHHbIE CUCTEeMbI TIepCOHA/TbHBIX /JaHHbIX.

JlocTyll B OmnepanMoHHYI0 cpeJy KoMmbioTepa (MH(OPMaIjMOHHONH CHUCTEMbI
NMEePCOHA/TBHBIX [JAaHHbIX) — TOyYeHWe BO3MOXKHOCTU 3allyCKa Ha BBINO/THEHHE
IITaTHbIX KOMaH/, (YHKLMM, TMpOLeAyp OMepalMOHHON CUCTeMbl (YHAUTOXKEHUS,
KOMUPOBaHWUS, MepeMeILIeHHs U T.I1.), UCTIO/HSeMbIX (DalIoB MPUKJ/IAHBIX IPOrPaMM.

Hocryn kK wH(poOpMaUyMM — BO3MOXXHOCTb TO/ydyeHUss WH(pOpPMaLMM U ee
WCIO0/Ib30BaHMA.

3ak/1aiouHoe YCTPOMCTBO — 3/1eMeHT CpeZiCTBa ChemMa MH(OpMallii, CKPbITHO
BHe/IpsieMbIi (3aK/1a/IbIBaeMblii WJIM BHOCHMbI) B MeCTa BO3MOXKHOTO CheMa MH(opMalvn
(B TOM umc/ie B orpakeHue, KOHCTPYKLIMIO, 00Opy/OBaHMe, TIpeJMeTbl HWHTephepa,
TPAHCTIOPTHLIE CPE/ICTBA, a TAK)Ke B TeXHUUECKHE CPeJCTBA U CHUCTEMBbI 00pabOTKH
yMH(pOopMaLun).



Jaupnaemasa uH(opmManma —  MHpOpMalYs,  SIBSIIOLLASICS  TIPeAMETOM
COOCTBEHHOCTH U TIOZJIeXKalllasi 3all[iTe B COOTBETCTBUM C TpeOOBaHHSIMU TIPAaBOBBIX
JIOKYMEHTOB WM TpeOOBaHUSMH, YCTaHAB/TMBAaeMbIMUA COOCTBEHHUKOM MH(OPMALIUH.

VpenTuduKamua — TIPUCBOeHWe CyObeKTaM M 00BeKTaM  ZIOCTyTia
uaeHTUPUKaTopa U (WIM) CpaBHEHUWE TMPeAbsBISEMOr0 WAEHTU(UKATOpa C TepeyHeM
TIPUCBOEHHBIX UJeHTHU(UKATOPOB.

NHpopMaTUBHBIN  CUTHAI —  5/IeKTPUUECKWe  CUTHaJ/bl,  aKyCTHUUeCKUe,
3/IeKTPOMarHuTHbIE U JIpyrve (u3nuecKue TIoJis, 10 rapaMeTpaM KOTOPBIX MOXKET ObITh
packphbITa KOH(MUIeHIMabHast nH(opMalius (rlepcoHabHbIe JaHHbIe) 0OpabaThiBaemasi B
MH(OPMALIMOHHOM CHCTeMe TTepCOHATBHBIX JaHHbIX.

NudopmanuoHHast cucremMa NMepCoOHA/ILHbBIX AAHHBIX (UCIIn) —
MH(MOPMAI[MOHHAs CHCTeMa, TMPeJCTaB/sAoNnas CO00M COBOKYITHOCTh TI€PCOHATBHBIX
JMAHHBIX, COZEpIKAI[UXCS B 0a3e [JaHHBIX, a TakKkKe HMH(POPMAIMOHHBIX TEXHOJIOTHM U
TEXHUUECKHX Cpe[CTB, ITO3BOJIAIOIIMX OCYIIECTBJIATH o6pa60TKy TadKHMX I[1€PCOHAJ/IBHBIX
OJdHHBIX C HCIIOJ/Ib3OBAHUEM CpeACTB dBTOMATU3dALIUMN WU 0e3 UCII0/Ib30BAaHUSA TaKUX
Cpe[ICTB.

VindopMalMoHHbIe TEXHO/IOTHH — TIPOLIECChI, METO/IBbI TIOMCKa, cOopa, XpaHeHws],
00pabOTKH,  TIpeIOCTaB/E€HHs],  paclPpOCTpaHeHHs]  MHGOPMAIMd W CIOCOObI
OCYILeCTB/IEHUSI TAKUX MPOLIECCOB U METO/IOB.

HNcnonb3oBaHUe TMePCOHA/IBHBIX  JAAHHBIX —  JIeMCTBUsL  (omepanuu)  C
TepCOHA/IbHBIMU [JaHHBIMH, COBepIlIaeMble OMepaTOpOM B Lie/ISIX NPUHSATUS PellleHUN WU
COBEpILIEHNA WMHBIX AEﬁCTBHﬁ, MOpoXAdrInX KHpUuAnYeCKUe 1oc/jieiCTBUsA B OTHOLLIEHHUH
cyObeKTa TepcoHabHBIX JAHHBIX WIN APYTUX JIUL] IMO0 UHBIM 00pa30M 3aTparvBaroIiux
TipaBa U CBOOO/bI CyOBeKTa MepCOHATbHBIX AaHHBIX WM APYTUX JIULI.

Vcrounuk yrpo3nl Oe3omacHocTH wuHG$opMamum — CyOBeKT — /IOCTYTIa,
MaTepua/bHbI  00BEKT WM  (U3HuUeckoe — sIBJIeHWE,  SIB/SFOIIMECS — TTPAYHMHON
BO3HUKHOBEHMSI yTpo3bl 6€3011acHOCTU UH(OPMaIUK.

KoHTpo/mpyemasi 30Ha — TIPOCTPaHCTBO (TeppUTOpUsi, 3[jaHue, YaCTh 3/aHus,
TioMelileHre), B KOTOPOM HCK/TFOUeHO HEKOHTPOJIMpyeMoe TpeObIBaHKe TTIOCTOPOHHKX JIHII,
a TaK)Ke TPaHCITIOPTHBIX, TEXHUYECKMX U MHBIX MaTepUabHbIX CPe/ICTB.

KoH(ujeHIMa/IbHOCTh ~ TEPCOHA/IbHBIX  JJAHHBIX —  00si3aTe/lbHOe  Zist
cobO/mo/IeHrsT OIepaToOpoM W/ MHBIM TIOJTYUMBILIMM JIOCTYTT K TIe€PCOHA/IBHBIM /JaHHBIM
JMLIOM TpeOOBaHWe He JOMyCKaTb MX PpaclpoCcTpaHeHWe 0e3 corsacusi CyObeKTa
TePCOHA/TbHBIX IAHHBIX WA HA/IMUKST THOTO 3aKOHHOTO OCHOBAHHUSI.

MexceTeBoM 3KpaH — JIOKa/bHOe (OIHOKOMITOHEHTHOe) WM (DyHKIMOHAIBHO-
pacripefie/leHHOe TIpOrpaMMHoOe  (TIPOrpaMMHO-anmapaTHOe) CpeACcTBO  (KOMILIEKC),
peav3ytoiriee KOHTPO/Ib 3a MH(OpMalyieH, MOCTyMaroler B MHPOPMaL OHHYIO0 CUCTEMY
TepCOHATBHBIX JAHHBIX U (UTH) BBIXOSIIIeN U3 UH(POPMAI[MOHHOW CUCTEMBI.

Hapymmrens 0e30MacHOCTH MEPCOHA/IBHBIX JJAHHBIX — (QU3HUecKoe JIMIIO,
CJTy4yaiiHO WM TIpeiHaMepeHHO COBepIiiatolilee IeMCTBUs, C/Ie/ICTBHEM KOTOPBIX SIB/ISETCS
HapyIeHre 6e30TMacHOCTH TTePCOHAMbHBIX JAHHBIX MPU KX 00pabO0TKe TeXHUYeCKHUMU
Cpe/icTBaMK B MH(OPMALIMOHHBIX CCTeMaX MepPCOHA/TbHBIX JAHHBIX.



HeaBToOMaTH3upoBaHHasaA 00pa0oTKa mepCOHA/IBHBIX AAaHHBIX — 00paboTka
MMepCOHA/IbHBIX [OdHHBIX, COAEPKAIIUXCA B I/IHCIJOPMEIL[HOHHOfI cucrtemMe I1epCOHA/IbHBIX
JNaHHBIX /MO0 W3B/EUEHHBIX W3 TaKOM CHCTEMbI, CUUTAETCS OCYIIeCTBJIEHHOW 0e3
HCITI0/IB30BdHUA CPEACTB dBTOMATU3dIINHN (HeaBTOMaTHBHpOBaHHOﬁ), eCJ/Iu TaKue AEﬁCTBHH
C TII€epCOHAJIbHBIMM [OdHHBIMH, KdK HCII0/Ib30BaHHWe, YTOUHEHHE, PaClIpoOCTpdHEHHE,
YHUUTOXXEHKWE [I€PCOHA/IbHBIX [OdHHBIX B  OTHOIIEHHWM KaXJO0Iro ¢33 CY6"beKTOB
MnepCoHa/IbHBIX NdHHBIX, OCYIECTBJ/IAOTCA IIPX HEIIOCPeJCTBEHHOM YUdCTHH Ue/IOBEKA.

HepexapypoBaHHble  BO3MO)KHOCTH —  (DYHKLMOHA/IbHBIE ~ BO3MOXXHOCTU
CpeJCTB BbIUMC/IUTE/TbHOM TEXHUKH, He OMMCAHHbIE WIM He COOTBETCTBYIOLLUE OIMMCAHHBIM
B  JOKyMEHTalluW, TMpU WCIO/Sb30BaHWM KOTOPbIX  BO3MOXHO  HapylleHue
KOH(U/IeHITMa/TbHOCTH, IOCTYITHOCTH W/IH 1]e/IOCTHOCTU 0OpabaTbiBaemMoii HH(popMaIyu.

HecaHKIJMOHMPOBAHHBIM  AOCTYNl (HEeCAHKIMOHHMPOBAHHbIE /eHCTBUS) —
JOCTYIl K WH(pOpPMalMM WA [eUCTBUs C UH(OpMalMel, Hapylllarolye TpaBuIa
pasrpaHuueHysi [IOCTyMa C WCIOIb30BaHUEM IUTATHBIX CPEeCTB, MPeJ0CTaB/ISIEMbIX
MH(OPMAaI[MOHHBIMU CUCTEMaMU MepCOHA/TbHBIX JJaHHbIX.

Hocurens uHdgopManmu — Ghr3nuecKoe JIMLIO WIKM MaTepUabHbIN 00beKT, B TOM
yrcie (pU3MUecKoe 1osie, B KOTOPOM HMH(OpMaLysi HaXOJUT CBOe OTPaKeHVE B BHUJE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUYECKUX PeLlleHHi U MPOLIeCCOB, KOMMYeCTBeHHBIX
XapaKTepPUCTUK (PU3NUECKUX BeJIMUMH.

O0e3/mMunBanye IMEePCOHA/IBHBIX AdHHBIX — ﬂEﬁCTBHH, B Ppe3yJ/IbTdTe€ KOTOPbIX
HEBO3MOXHO OIpene/JiMTb IIPHUHAAIE)KHOCTL TI€PCOHA/IBHBIX [ddHHBIX KOHKDETHOMY
CyOBEKTY MepCOHATbHBIX JaHHBIX.

O0paboTKa NMepCOHA/TBLHBIX JJAHHBIX — /IeMCTBUS (Orepariyii) C TiepCoOHaIbHBIMU
JaHHBIMY, BK/IFOYasi cOOp, CHCTeMaTW3aljvio, HAKOI/IeHWe, XpaHeHWe, YTOUHeHVe
(obHOB/IEHME, M3MEHEHHE), MCII0/Ihb30BaHKe, paciipocTpaHeHye (B TOM UKC/Ie Tiepeauy),
obe3murBaHye, 6/10KMpOBaHUe, YHUUTOKeHUe TIepCOHa/bHBIX IaHHBIX.

OOmefoCTYyNIHbIE TEePCOHA/TbHBbIE JJaHHBIe — IIePCOHA/bHbIE [aHHBIE, IOCTYII
HEOTPAHWUEHHOTO Kpyra JIMIl K KOTOPbIM TIPeAOCTaBleH C coryiacus CcyObekTa
MepCoOHa/IbHBIX OAdHHBIX W/IKM Hd KOTOPbIe B COOTBETCTBUU C Cl)e,l[epaJ'H)HbIMI/I 3dKOHAMHU He
pacripocTpassieTcsi TpeboBaHue COO/FO/IeHNsT KOHPUIeHIMaTbHOCTH.

Oneparop (mepcoHa/IbHBIX AAQHHBIX) — roCyJapCTBEHHbIN opras,
MYHULMIAbHBIA OpraH, I0pUArdYecKoe Wik (u3nuecKoe JIMLO, OpraHusytoilee v (Wim)
OCYIIIeCTB/IsIFOIIee 00pabOTKY MepCoHa/TBHBIX JJaHHBIX, a TaKXKe OTpe/esistoliye e/ 1
cofiep>kaHre 00pabOTKH MepPCOHAIbHBIX JaHHBIX.

TexHuueckue cpejacTBa UH(OPMALMOHHOM CHCTeMbl TE€PCOHATBHBIX
JAHHBIX — CPeJCTBAa BBLIUMC/IMTE/TBHOM TEeXHUKH, WH(POPMAalMOHHO-BbIUUC/TUTE/TbHBIE
KOMIL/IEKCHI U CeTH, CPeJICTBA M CUCTeMBI Iepeiaun, Tipriema 1 00pabotku I1/1H (cpeacTea
W CHCTeMbl 3BYKO3allMCH, 3BYKOYCW/IEHUs, 3BYKOBOCIIPOW3Be/IeHUs, IepPeroBOpHble U
TeJ/IeBU3MOHHbIe YCTPOUCTBA, CPEZCTBA M3TOTOBJIEHMS, TUPa&KUPOBAHUS JIOKYMEHTOB U
Jpyrvie TeEXHUUYEeCKHe Cpe[icTBa 00pabOTKM peueBoi, rpadmueckoi, BHieo- U OyKBeHHO-
1MdpoBoi MHbOpMalMK), TTPorpaMMHbIe Cpe/icTBa (OrepaljioHHble CUCTEMbI, CUCTeMBbI
yripaB/ieHus1 6a3aMu [JaHHBIX U T.I1.), CPeJCTBA 3alliThl UHGOPMALMM, TIPUMeHsieMble B
MH(OPMALIMOHHBIX CUCTEMaX.



IlepexBatr (uH(poOpMaIuM)— HerpaBOMepHOe TioaydyeHWe HWHGOPMAMU C
MCTIO0/TIb30BaHWEM TeXHUUeCKOTO CpPe/CTBa, OCYIIEeCTBJISIOIIero oOHapykeHUe, TpUeM U
00paboTKy UH(OPMaTUBHBIX CUTHAIOB.

IlepcoHasibHBIE AaHHBIE — yt00asi WHGOPMALIKs,, OTHOCSIIAsICS K OTpe/ie/ieHHOMY
WIN Ofpezie/isieMOMY Ha OCHOBAaHUM TakoW WMHQopMaimu (usndeckomy JHULy (CyOBeKTy
TepCOHABHBIX JAHHBIX), B TOM YHC/e ero aMuIus, UMsi, OTUeCTBO, TO/, MeCsll, aTa U
MeCTO pOXKIeHWs, ajpec, ceMelHOe, COL[Ma/JIbHOE, WMYIIleCTBEHHOe TI0JIO’KeHue,
obpa3oBaHue, ripodeccusi, 10X0/bl, ApyTras HHhOPMaIHS.

IToGouHbIe 3/1eKTPOMarHUTHbIE HW3/IydeHHs] ¥ HABOAKHU — 3JIeKTPOMarHWTHbIE
W3TyueHUs] TeXHUUeCKUX CpeJCcTB 00paboTKu 3aruiijaeMol WH(GOpMAIH, BO3HUKAIOII[He
Kak 11o00uHOe siBjieHHe U BbI3BaHHbIE 3/IeKTPUUECKUMHU CUTHa/IaMH, JeMCTBYIOIUMU B UX
5JIEKTPUYECKUX W MarHUTHBIX 1IeMsiX, a TaKxXe 3/eKTPOMarHUTHble HABOAKU ITHX
CUTHAJIOB Ha TOKOTIPOBO/SIIIME JIMHUU, KOHCTPYKLUU U LIeTH TIUTaHUsl.

IToMTHKA «YHCTOrO0 CTOJIa» — KOMILIEKC OpraHU3allMOHHBIX MepPOTPUSATHH,
KOHTPOJMPYIOIIUX OTCYTCTBHE 3allUChIBaHUSI Ha OyMakHble HOCUTeNM KIIouer u
aTpubyToB AocTyTa (raposieii) U XpaHeHus1 X BO/IM3M 00BEKTOB AOCTYTIA.

ITonb30oBaTe/ b UHGOPMALMOHHON CHCTEMBbI MEPCOHA/IBHBIX AAHHBIX — JIULIO,
yuacTBytolliee B (yHKLIMOHUPOBAaHUU UH(OPMAIIMOHHON CHUCTEMBI ITePCOHATBHBIX JaHHBIX
WA WCII0JIb3YIolI[ee pe3y/bTaThl ee QYHKIMOHUPOBAHMUSI.

IIpaBuia pa3rpaHiuueHusi AOCTyIa — COBOKYITHOCTh MPaBUJI, peryiaMeHTUPYHOIINX
TIpaBa JIOCTyTia CyObeKTOB JJOCTyTIa K 00beKTaM IOCTyTIa.

IlporpaMMHasi 3ak/jafKa — KOJi TPOTpaMMbl, TpeAHaMepPeHHO BHeCeHHbI B
MporpamMMmy C 1ieflbl0  OCYII[eCTBUTb YTeUKy, H3MEHUThb, OJIOKUDOBaTh, YHUUTOKUTh
MHPOPMALIMI0O WA YHUUYTOXUTD W MOAU(DULIMPOBaTH IporpaMMHoe obecrieueHue
MH(POPMALIMOHHOM CHCTEeMbI NePCOHA/BHBIX JaHHbIX U (Wu) GJ0KMpOBaTh arraparHbie

CpeJiCTBa.

IIporpammMHoe (mporpaMMHoO-MaTeMaTH4YeCcKoe) BO3/elCTBUE —
HeCaHKLIMOHUPOBaHHOE BO3/|eliCTBHE Ha pecypcel aBTOMaTU3UPOBaHHOMN
MH(OPMALIMOHHOW CHUCTeMbl, OCYILeCTB/sSIEeMOe C MCIO0/Ab30BaHHEM BpPEJOHOCHBIX
TIpOrpamM.

PackpbITHe NepCcoHaNbHbBIX JaHHBIX — YMBIIIJIEHHOE WM CJIy4allHOe HapyllieHue
KOH(U/IeHLIMaIbHOCTH MepPCOHATbHBIX JaHHBIX.

PacnpocTpaHeHde mNepCOHA/TbHBIX [JAHHBIX — [I€CTBUS, HarpaB/eHHble Ha
repejiauy MepCOHAIbHBIX JaHHBIX OIpe/e/ieHHOMY KpYry Jiul (Tepefaua rnepCcoHaIbHbIX
JAHHBIX) WM Ha O3HAKOMJIEHWe C TePCOHAJbHBIMU JaHHBIMU HEOTPaHWYeHHOro Kpyra
WL, B TOM uHcCe OOHApOAOBaHWE TePCOHANBHBIX [aHHBIX B CpPeJCTBaX MacCCOBOM
nHbopmaluy, pa3MelljeHMe B WHGOPMAIMOHHO-TeJIeKOMMYHUKAI[MOHHBIX CeTAX WJIU
TIpe/[0CTaB/IeHHe JOCTYTIA K TIePCOHA/IbHBIM JaHHBIM KaKUM-/IN00 UHBIM CITOCOOOM.

Pecypc uH(OpManyoHHOM CUCTeMbI — HMEHOBAHHbIM 371EMEHT CUCTEMHOTO,
MPUK/IAJIHOTO W/IM amrapaTHOro obecrieueHUs: (PyHKI[MOHHUPOBAaHUS HHGMOPMAIOHHOU
CHCTeMBI.

CnenasibHble KaTeropuM NepPCOHA/TIbHBIX [AHHBIX — [EePCOHAJIbHbIE [IaHHbIE,
Kacarolldecsi pacoBOW, HaALMOHAJBHOW TIPUHAJJ/IEXKHOCTH, TOJUTAYECKUX B3IJISIZIOB,
PEJTUTUO3HBIX WK (DUmocohCKux yOeKIeHU, COCTOSHUS 30POBbsl 1 WHTUMHOM JKU3HU
CcyObeKTa repCOHA/bHBIX JTaHHBIX.



CpejcTBa BBIUMMUINTE/IBHON TeXHMKH — COBOKYITHOCTh TIPOrPaMMHBIX U
TeXHUUECKUX 3/IEMEHTOB CUCTeM 00paOOTKU JaHHBbIX, CHOCOOHBIX (DYHKIMOHHMPOBATh
CaMOCTOSITe/IbHO WK B COCTaBe JPYTrUX CUCTEM.

CyopekT joctyma (Cy0OBeKT)— /M0 WIA TPOLeCC, AeWCTBUS KOTOPOro
perj1aMeHTUPYIOTCS TIpaBU/IaMHu pa3rpaHAYeHuUs JOCTYyIIa.

TexHnuecKMd KaHa/l YyTedykd WH(OPMALUU — COBOKYITHOCTh HOCUTeJIS
vHbopMaim  (cpeactBa  00pabOTKM),  (pu3nUecKodl  cpefpl  pacIIPOCTPAHEHMS
WHPOPMAaTHBHOTO CHTHa/Aa W CPeJCTB, KOTOPLIMU J0OBIBAeTCA  3alljuiijaeMast
MH(popMaLusl.

TpaHcrpaHuuHas mepejaya MepcoHaAbHbIX AAHHBIX — Tlepejaua MepCoHaMbHBIX
JJaHHBIX OrepaTopoM uepe3 ['ocyaapcTBeHHYHO rpaHully Poccuiickor depepaijuy oprany
BMaCTM MHOCTPAHHOTO TOCYZapCTBa, (U3MUECKOMY WIM HOPHAAYECKOMY  JIULY
WHOCTPAHHOTO TOCY/IapCTBa.

Yrpo3bl 0e30MacHOCTH TEPCOHA/IBHBIX JJAHHBIX — COBOKYITHOCTb YC/IOBUN U
(hakTOpOB, CO3/AIOIMX ONAaCHOCTb HECAHKIIMOHMPOBAHHOTO, B TOM UMC/Ie CTy4YaiHOro,
JIOCTYTIa K TIepCOHA/IbHBIM JIaHHBIM, pe3y/IbTaTOM KOTOPOIO MOXKET CTaThb YHUUTOXKEHHE,
n3MeHeHHe, O/IOKMpOBaHKe, KOIMMPOBaHe, PaclpOCTpaHeHHe MepCOHa/IBLHBIX JJAHHBIX, a
TaK)Ke WHbIX HEeCAHKI[MOHHUPOBAHHBIX JIEMCTBUM TpY X 00paboTKe B MH(OPMALMOHHOM
CUCTeMe TIepCOHa/TbHBIX JJAHHBIX.

YHuuTOXKeHHe MepPCOHA/IBHBIX JAHHBIX — [JIEVCTBUSL, B pe3y/bTaTe KOTOPBIX
HEBO3MO)KHO BOCCTAaHOBUThL COJIepKaHWe TMePCOHAIbHBIX [JaHHBIX B MH()OPMALOHHOW
CcUCTeMe TIepCOHaNbHbIX [aHHbIX WIM B pe3y/bTaTe KOTOPbIX YHUUTOXAFOTCS
MaTepHasibHble HOCUTEM MepPCOHaIbHBIX JaHHbIX.

YTeuka (3amuijaeMor) uH(OpPMAlUM 10 TeXHUYECKMM KaHa/IlaM —
HEKOHTPO/IMPyeMOe  paclipocTpaHeHre MWH(OpMalMi OT HOCUTeNs  3alllvIiljaeMoi
vH(pOopMaLvY uepe3 (GU3MUeCKYH0 Cpefy /10 TEXHUUeCKOro CPe/ICTBA, OCYIECTBISIOILIEr0
repexsBaT UH(GOpMaL1K.

Yupexaenue — ['ocyzapcTBeHHOe OHO/PKETHOE YupeXeHue 3/paBOOXPaHeHUs
3eMeTurHCKas IjeHTpasibHast paiioHHasi 6onbHUIA (I'BY 3 «3emeTuniHcKkas LIPB»).

YA3BUMOCTb — C/1a00CTh B CPeZICTBAX 3alllUThI, KOTOPYI0 MOYKHO HCITO/Tb30BaTh
JJ1s1 HApYLLEHWsI CUCTeMbI WM COZIeprKaLLecst B Held MH(opMaLyu.

IlerocTHOCTH MHGOPMALMK — CTOCOOHOCTh CPE/ICTBA BLIUMC/IATETHHOM TEXHUKU
WIM aBTOMAaTHM3UPOBAHHOW CHUCTeMbl O0ecrieurBaTh HEW3MEHHOCTb HWH(opMaiyy B
YCJIOBUSIX CJTyYaliHOTO W/WIA NPeHaAMEPEeHHOT0 UCKayKeHWs (pa3pyLLIeHus).



OBO3HAYEHUA N COKPAIIIEHUSA

ABC — aHTUBUDYCHBIE Cpe/iCTBa

APM —aBTOMaTH3MPOBaHHOE pabouee MeCTo

BTCC — BcriomoraTesibHble TeXHUUeCKHe Cpe/iCTBa U CUCTEMBI
NCIIH — nHdopMalMoHHas CUCTeMa MepCOHA/TbHBIX JJaHHBIX
K3 — KoHTpO/Mpyemasi 30Ha

JIBC — niokasbHast BBIYUC/IATe/IbHASA CeTh

MD — MekceTeBOM SKpaH

HC/I — HeCaHKIIMOHHMPOBAHHBIM JIOCTYTI

OC — onepaliMOHHas cMcTeMa

[1/1H — nepcoHasbHbBIe JaHHbIe

[IMB — nporpaMMHO-MaTeMaTHUUeCcKoe BO3ZelCTBHEe

[1O — nporpamMmmMHoe obecrieueHe

[IOBMUH - noboyHbie 3/1eKTpOMarHUTHBIE U3/TyUeHUs U HaBOAKU
CA3 — cucrema aHanmuM3a 3allUILIeHHOCTH

C3U — cpeacTBa 3al[uThl MHPOpPMaLUA

C3I1JH — cuctema (rmoJcrcTeMa) 3al[UThl IePCOHATbHBIX JaHHbBIX
COB - cucreMa o00Hapy>XKeHHsI BTOP)KeHH

TKY U — TexHnuecKre KaHa/lbl yTeUKH MH(GOPMAaLN

YBIT/IH — yrpo3bl 6e301MacHOCTH MePCOHAbHBIX JaHHBIX



BBEJAEHUE

Hactosiijasi TlomuTtrika vH(pOpPMalMOHHOW 0e30MacHOCTH — yupexkaeHus (fanee —
[Tomutuka) T'BY3 3emerunHckas LIPb (mamee - YupexzaeHwus), pa3paboTaHa
MuHUCTEPCTBOM  3[paBOOXpaHEeHUSs U  COLMaJbHOrO  pasButus Pd, sdABigerca
o(pULIMaTbHBIM JOKYMEHTOM.

[MomuTrka pa3paboTaHa B COOTBETCTBUM C LIeJIsIMM, 3aJjauaMu U TIPUHLUIIAMU
obecrieueHrsi 6e30MaCHOCTH TIePCOHAMBbHBIX [JAHHBIX HW3/0KEHHbIX B KoHLemmu
uH(popMaLoHHoM 6e3omacHocty VICIT/] YupexaeHusi.

[MommTrKa pa3paboTaHa B COOTBeTCTBUM C TpeboBaHussMy PefiepabHOTO 3aKOHA OT
27 wrwonga 2006 1. Ne 152-®3 «O 1epCcOHaNbHBIX [AaHHBIX» W IIOCTAHOBJIEHUS
[TpaButennsctBa Poccuiickoit ®enepauyu ot 11 Hosibpst 2007 1. Ne 781 «O6 yTBepxxaeHUN
[Tonoxxenusi 06 obecrieueHN OE30TIACHOCTU TI€PCOHALHBIX AAHHBIX TPH UX 00paboTKe B
MH(OPMAaLMOHHBIX CUCTEMAaX MepCOHA/IbHbIX JaHHbIX», HA OCHOBAHUU:

- «PekomeHaLMii 1o obecrieueHnto 6e30MacHOCTH TIePCOHA/IbHBIX AAHHBIX TIPU UX
00paboTke B MH(POPMAIIMOHHBIX CHCTeMaX TepCOHATBHBIX AAHHBIX», YTBEPKIAEHHbIX
3amectutesneM aupekropa ®CTIOK Poccun ot 15.02.2008 1.,

- «TumnoBbIX TpebOBaHWI TO opraHu3aluu U obecrieueHUIO (YHKLIMOHWPOBAHUS
IUQPOBanbHbIX (KpUNTOrpapuueckux) CpejCTB, IpeJHa3HaueHHbIX /i 3allUThbI
MH(pOpMaLMK, He cofepkallleld CBeJeHWM, COCTaB/ISIOLIUX TOCYJAapCTBEHHYHO TalHy B
C/lyyae M3 UCTIO/b30BaHus fjisi obecrieueHusi 6€30MacCHOCTU MEPCOHA/IBHBIX JaHHBIX TIPU
ux o0paboTke B MHGOPMAIIMOHHBIX CHCTeMaX TepCOHATbHBIX JaHHBIX», YTBEPXKIeHHbBIX
pykoBozcTBoM 8 Llentpa @Cb Poccun 21.02.2008 r. Ne 149/6/6-662.

B Tlonutuke omnpepeneHbl TpeboBaHusi K mnepcoHany WCII[OH, cremneHb
OTBETCTBEHHOCTU TIepCOHaNa, CTPYKTypa U HeoOXOAUMbIM YpOBeHb 3all[UIIleHHOCTH,
CTaTyC W [JO/DKHOCTHbIe 00S3aHHOCTU COTPYJHUKOB, OTBETCTBEHHBLIX 3a oObecrieueHue
6e3oracHoCTH TilepcoHanbHbIX AaHHbIX B ICITIH YupexaeHusl.

1 OOHe mo/10KeHus

Lenwsto Hacrosimed IlomuTuky siBiisseTcs obOecrieueHre 0€30MaCHOCTH OOBEKTOB
3alUThl YUpeXXJeHUsI OT BCeX BUAOB yrpo3, BHEITHUX W BHYTPEHHHUX, YMbIIIEHHBIX U
HeTlpeJHaMepeHHbIX, MWHUMM3alUs yigepba OT BO3MOXHOW peanu3aljuv  yrpo3
6e3omacHoctu [T (YBITOH).

be3omacHOCTh  TI€PCOHA/NBHBIX ~ [AHHBIX  JOCTUTAeTCS TyTeM  MCK/IIOUeHUs
HECaHKI[MOHUPOBAHHOTO, B TOM YHCJIe CAyYaliHOTO, [OCTyIa K TMepCOHATbLHBIM /IaHHBIM,
pe3yJbTaTOM KOTOPOTO MOXXeT CTaTb YHUUTOXKeHWe, W3MeHeHHWe, OJI0KMpOBaHUe,
KOITMPOBaHWe,  paclpoCTpaHeHWe  TepCOHAMbHBIX  JAHHBIX, a TakKkKe  HMHBIX
HEeCaHKI[MOHUPOBAHHBIX JIEHCTBUM.

WudopMailiss M CBA3aHHbIE C HEM Pecypchbl [O/DKHBI ObITh JOCTYHHBI IS
AaBTOPDU30BaHHBIX  MO/b30oBaTesiell.  JJO/DKHO ~ OCYIeCTBJ/ISITBCSI ~ CBOEBPEMEHHOe
oOHapy»keHUe U pearrpoBaHue Ha Y BII/IH.



JO/KHO OCYILeCTBASTLCA TMpeJOoTBpalljeHre TpeJHaMepeHHbIX WM C/Iy4YalHbIX,
YaCTUYHBIX WIA TOJIHBIX HECAHKI[MOHUPOBAHHbIX MOAU(MUKALMA WIA YHUUTOXKEHUS
JlAHHBIX.

CoctaB 00OBEKTOB 3alllUThI TpefcTaBjieH B IlepeuHe TMepCOHA/NBHBIX [AHHBIX,
TIO/I/Ie)KallUX 3alluTe.

Cocras UCII[OH mogsyiexaiux 3alure, ripefcTtaBjeH B OtueTe 0 pe3y/bTarax
TPOBe/IeHsI BHYyTPEHHEM TTPOBEPKHU.

Ota  Ilosutvka  uwHGoOpMalMoHHOM  Oe3ormacHocTd  Oblla  yTBepsK7eHa
pykoBoauteneM ['bY3 3emeruHckasi LIPb v BBeseHa B pericTBue mpuka3oMm Ne 107a ot
28.05.2012.

2 O0s1acTh IeNCTBHSA

TpeboBaHusi Hactosiiied ITOJUTUKK paclpOCTPaHSIIOTCS Ha BCEX COTPYAHUKOB
Yupexx/ieHusi (ILITaTHBbIX, BpeMEHHBIX, PAa00TAIIIMX 10 KOHTPAKTY U T.I1.), @ TakKkKe BCeX
npouux vl (oAPSAUYUKY, ayJUTOPHI U T.I1.).

3 CucreMa 3a1MThI I€PCOHA/IBHBIX JaHHBIX

CucTtema 3aiUThI epcoHaabHbIX AaHHBIX (C3I1/IH), CTpOUTCS HA OCHOBAHUU:

- OTyera 0 pe3y/ibTaTax MpoBeJeHNs BHyTPEHHelN IPOBePKY;

- [Iepeuns nepcoHa/bHBIX JaHHBIX, TO/IeKalUX 3alljuTe;

- AKTa KaccupuvKauy MHGOPMaLMOHHON CUCTEMBbI [IepPCOHA/IbHBIX /IaHHBIX;

- Mogenu yrpo3 6e30macHOCTH TiepCOHAMbHbBIX JAHHBIX;

- [NoyoykeHust 0 pa3rpaHUYeHUH TpaB JOCTyNa K oOpabaTbiBaeMbIM TepCOHATBEHBIM
[@HHBIM;

- PykoBogsuux nokymeHToB @CTOK u ®Ch Poccun.

Ha ocHOBaHMM 3THX [JOKYMEHTOB OIpefe/nsieTcs HeoOXoJUMbIM ypOBeHb
3awmineHHocTH T1/1H kaxxaou MCITIH Yupexxgenvs. Ha ocHOBaHUM aHanM3a akTyabHbIX
yrpo3 6e3omnacHoctd [1/IH ommcaHHoro B Mogenu yrpo3 u OTueTa O pe3ysbTarax
NpoBeJileHUs] BHYTPeHHel TIpoBepKe, [leflaeTCsl 3ak/aioueHWe O HeoOX0AUMOCTU
VICTIO/Ib30BaHUSI TeXHUUECKUX CpeACTB U OpPraHU3alMOHHBIX MEpOIpUATUM  JJIS
obecrieuenusi 6e3oracHocty I[1/1H. BeibpaHHble He0O6X0AWMbIe MEPOITPUATHS OTPAXKAIOTCS
B [171aHe MeporipusTHii 1o obecrieueHuro 3auThl [1/1H.

HOnsa  kaxzgorr WMCIIH pomkeH OBITH COCTaBA€H CIMCOK — HCITOMb3yEeMbIX
TeXHUUECKHUX CPeJCTB 3all[UThl, a TaK >Ke MPOrpaMMHOr0 obecrieueHHs] yuaCTBYIOIIETO B
obpaboTtke I1/IH, Ha Bcex 3meMenTax MCIT/Ix:

- APM rmionb30Baresei;

- CepBepa NpU/I0KeHNN;

- CYB/;

- I'panunia JIBGC;

- KananoB mepefjauv B ceTd 0OILero TmoJjib30BaHUsl U (W/IKM) MEXyHApOJHOTO
oOMeHa, ec/iu 1o HUM niepeaaroTcs [1/JH.

B 3aBucumoctu ot ypoBHs 3aiuiieHHoCcTd MCII/IH v akTyanbHbIX yrpo3, C3I1Jx
MOJKeT BKJ/IFOUaTh C/Ielylolje TeXHUYeCKre Cpe/iCTBa:

- QaHTUBHPYCHBIe Cpe/iCTBa /ijisi pabounx CTaHLIMM T10/Ib30BaTesieil ¥ CepBepoB;



- CpeZiCTBa MeKCeTeBOr'o IKpaHUPOBaHUS;

- cpeACcTBa  KpUNTOrpaMuyeckou  3alUThl  MH(POpPMAaLWW, NpU  Iepejave
3aluiliaeMor MH(GOPMalMY 10 KaHajaM CBSI3U.

Tak e B CIHMCOK JIO/DKHBI ObITh BK/IFOUEHBI (DYHKIMW 3allliThl, 0OecrieurBaemMbie
IITaTHBIMU ~ cpeAcTBaMU  oOpabotku [I[JH  omepauuonHbiMu  cucteMamu (OC),
npukiagabiM 110 U crienanbHBIMU KOMIUIEKCAMU, peav3yroLMMU Cpe/CTBa 3allUThl.
CrrcoK (yHKIMM 3al[UThl MOXKET BKJTHOUATh:

- yIipaBJ/IeHWe U pasrpaHuyeHue J0CTyIia 10Jib30BaTesel;

- peryucTpalyIo U yueT JieliCTBUl ¢ MH(popMaluel;

- - obecrieurBaTh 1[€/IOCTHOCTD JAAHHBIX;

- - IPOU3BOIUTb OOHAPYKEeHU BTOP>KEHUH.

CrrcoK UCMOo/b3yeMbIX TEXHUYECKHUX CPelCTB oTpaxaercsd B [lnaHe mepornpustun
no obecrieueHUI0 3allUThI TMEePCOHA/NBHBIX JaHHBIX. CIHMCOK WCTOIb3yeMbIX CpPeZCTB
JOJDKeH TOoAJLepKUBaTbCsl B aKTya/JlbHOM COCTOSHUM. IIpu u3MeHeHMM cCoCTaBa
TeXHUUYeCKUX CpefCTB 3aluThl Wik 3neMeHTOB VMCII/IH, COOTBeTCTBYyIOL[ie M3MEHEeHUs!
NO/DKHBI ObITh BHeceHbl B CIIMCOK M YTBEPXKAEHbl DPYKOBOJUTENEM YUPEXIeHUs WU
JIULIOM, OTBETCTBEHHBIM 3a obecrieueHue 3amuthl [1/]H.

4 TpedoBanus K nogcucremam C3I1/Ix

C3TI1/[H BK/ItoUaeT B cebst cieyroLiye MoICUCTeMbI:

- yIpaBJ/ieHUs JOCTYIIOM, PErUCTPaLiUU U YUeTa;

- obecrnieueHUs LIEJIOCTHOCTU U IOCTYTTHOCTH;

- AHTUBHUPYCHOM 3all[UTHI;

- ME)KCeTeBOro SKpaHUPOBaHUS;

- aHa/In3a 3alUILeHHOCTH;

- 00HapYy)KeHHsT BTOP>KeHU;

- KpUNTOrpaguueckou 3aluThl.

[Toacucrembl C3I1/IH MMeIOT pa3MWUHbIM (YHKIMOHA/T B 3aBUCHMOCTU OT Kjacca
NCII[OH, ompeaeneHHoro B AKTe Kiaaccu@ukaluu HWH(MOPMALIMOHHOW  CHCTeMbI
MepCOHAIbHBIX AaHHbIX. ChMcoK cooTBeTCTBUsI GyHKUuN mogcucteM C3I1[H kmaccy
3alUIeHHOCTH TipecTaB/ieH B [IpuioxeHun.

4.1 HOACI/ICTEMLI yYnipaBJ/i€eHUA JOCTYIIOM, PEruCTpaliii U y4yeTdad

[TogcucreMa yripaBieHHs AOCTYIIOM, PETMCTpAaliMd W yyeTa MpeJHa3HaueHa [Jis
peanu3alyu CiaefyoIuX QyHKLMMI:

- uJeHTA(UKAI[MM U TIpOBepKa TOJAJMHHOCTH CYyOBEKTOB [OCTyma TPy BXoJe B
NCITOH;

- uleHTUYKal[Md TePMHHAJIOB, Y3/I0B CETH, KaHa/IOB CBSI3W, BHEIIIHUX yCTPOUCTB
T10 JIOTUYeCKUM HMeHaM;

- uieHTUUKaI[MK TIporpaMM, TOMOB, KaTasoroB, ¢aiijioB, 3arnucel, nosei 3anucei
110 UMeHawm;

- perrucTpalyu Bxoja (Bbixo/ja) CyObEeKTOB I0CTyIIa B cUcTeMy (M3 CHUCTeMbI), 00
perucTpanus 3arpy3ku M MHULIMAIU3aliU ONepaliMOHHONM CUCTEMBI U ee OCTaHOBa.

- PerucTpalyy MOMbITOK AOCTYIa MPOrpaMMHBIX CPeACTB (TIporpamMm, IMpOLeCCOB,
3a/lay, 3aJjlaHyi) K 3allyiljaeMbIM (paiisiam;



- perucTpalyu MOMNbITOK JOCTYyIIa IPOrpaMMHBIX CpPeACTB K TepMHHalaM, KaHajlam
CBsI3U, ITPOrpaMMam, TOMaM, Karasioram, (aiiam, 3arucsm, MoJIsiM 3arrcei.

[MopcucTema yripaBjieHUsT [IOCTYIIOM MOKeT OBbITb peasm30BaHa C TIOMOLIBIO
IITaTHBIX cpecTB 06pabotku I1/IH (omeparfuoHHbIX cucteM, npunokenuid 1 CYBIT). Tak
>Ke MOXKeT ObITh BHeJpEHO CreljuajbHOe TeXHUUYeCKOe Cpe/ICTBO WM UX KOMILUIEKC
OCYILIeCTB/ISIFOLIME JOTIOJIHATE/IbHbIE Mephl 110 ayTeHTU(hUKal[ui U KOHTposito. Hampumep,
TIpUMEHeHue eIMHbIX XPaHW/IMWIL YUeTHbIX 3arvceu IMoJb30Bare/ied U PeruCTpaljuoOHHOU
uHbOpMaluM, UCTONb30BaHUe OUOMETpUYeCKUX W TeXHUUeCKuX (C  TOMOII[bIO
3JIEKTPOHHBIX TIPOIYCKOB) Mep ayTeHTU(UKALIUU U IPYTHX.

4.2 Tlogcucrema odecrevyeHUs 1e/IOCTHOCTH M I0CTYITHOCTH

[Mopcuctema obecrieueHusi LEJIOCTHOCTH U JIOCTYITHOCTH TIpeAHa3HaueHa Jisi
obecrieueHus 1[eJIOCTHOCTH U AOCTYMHOCTH [1/1H, MpOorpaMMHBIX M arliiapaTHLIX CPe/iCTB
NCIIOH YupexzaeHusi, a TakK >Xe CpPeACTB 3alllUThl, NP CAyYalHOW WA HaMepeHHOU
MOAU(HUKALUY.

[TogcucremMa peanu3yeTcs C TOMOLLBIO OpraHM3al[iy pe3epBHOr0 KOIMHMPOBAHUS
obOpabaTbiBaeMbIX JJaHHBIX, a TaK JKe pe3epBUPOBaHUeM KtoueBbix 37eMeHToB MCIT/IH.

4.3 IlogcucreMa aHTUBMPYCHOU 3all{UThI

[MogcuctemMa  aHTUBUPYCHOW — 3alllUThl  TpeJHa3HayeHa /[Jisi  obecrieueHUst
AHTUBUPYCHOM 3aluThl cepBepoB U APM nosib3oBaresier MCIIIH YupexeHusl.

CpefcTBa aHTUBMPYCHOW 3alljUThl MpeJHa3HaueHbl [/l peau3aluy CJieJyOLInX
byHKIUI:

- pe3UIeHTHbI aHTUBUPYCHBIM MOHUTOPHHT;

- QHTUBUPYCHOE CKaHHWPOBaHUE;

- CKpUIT-0/I0KMpOBaHue;

- [JleHTPa/IM30BaHHYI0/yja/IeHHYI0  YCTaHOBKY/ZeMHCTa/UIALIUI0  aHTUBUPYCHOI'O
MpO/JIyKTa, HACTPOMKY, aJAMWUHHUCTPUPOBaHWE, TPOCMOTP OTYETOB M CTaTUCTUYECKOU
HHbOpMaIiK 1o paboTe TIPOAYKTa;

- aBTOMaTU3MPOBaHHOe 0OHOB/IEHNEe aHTUBHUPYCHBIX 0a3;

- OrpaHUYeHue TpaB T0/1b30BaTe sl HA OCTAHOBKY MCIIOTHSEMbIX 33/1ay U U3MeHeHUsI
HaCTPOeK aHTUBUPYCHOTO TIPOrPaMMHOT0 006ecrieyeHus;

- aBTOMaTHyeCKWH 3aMyCK Cpa3y Ioc/e 3arpy3Ky OrepaliiOHHOU CUCTEMBI.

[Togcucrema peanmusyeTcsi MyTeM BHeAPEHUS CIELUaJbHOrO0 aHTHBUPYCHOIO
nporpaMMHOT0 obecrieueHust Ha Bce seMeHThl ICTT/IH.

4.4 ITopcucrema Me)XCeTeBOro 3JKpaHUPOBaHUSA

[Togcucrema MeXXceTeBOrO SKpPaHMpPOBAaHMS IIpefiHa3HaueHa [yjis peau3aluu
C1efyroIMX (PYHKLIWN:

- puibTpalM OTKPBITOrO M 3amM(ppoBaHHOro (3akpeitoro) IP-tpaduka 110
C/IeyIOLMM T1apaMeTpam;

- (UKcalMyM BO BHYTPEHHUX JKypHajlax MH(OpPMaLMy O MPOXOJALeM OTKPBITOM M
3akpbIiTOM [P-Tpaduike;



- uleHTU(UKaIMU 1 ayTeHTU(PUKAI[MI0 a/IMUHUCTPATOpa Me)KCeTeBOro KpaHa IpHu
€r0 JIOKaIbHBIX 3arpocax Ha JOCTYII;

- perucTpauuu Bxozia (BbIXOZd) aJIMUHMCTpPATOpa MeKCeTEeBOro SKpaHa B CUCTEMY
(u3 crcteMbl) MO0 3arpy3Ky ¥ MHULWATH3AI[AN CUCTEMBI M ee TIPOrPaMMHOT0 OCTaHOBa;

- KOHTPOJIS1 LJeJIOCTHOCTH CBO€H NPOrpaMMHON ¥ MH(OPMAL[MOHHOW YaCTH;

- (usbTpaIuu TaKeTOB CJ/Y>KeOHBIX TPOTOKOJIOB, CAY’KAIl[UX [Ji AUAarHOCTUKU U
yTipaB/ieHUst paboTOM CeTeBbIX YCTPOMCTB;

- puibTpalMM C y4yeTOM BXOJHOTO M BBIXOJHOTO CeTeBOro WHTepdeiica Kak
CpeZCTBO MPOBEPKU TMOAJTMHHOCTU CETEBBIX aZipeCoB;

- PerucTpalyy U yuyeTa 3anpalirBaeMbIX CEPBHUCOB MPUKIAJAHOTO YPOBHS;

- O/IOKMpOBaHUsA [OCTyNa HEUAEHTHU(HI[MPOBAHHOTO O00beKTa MM CyObekTa,
MOJIMHHOCTh ~ KOTOPOTO TpPU  ayTeHTU(PUKAlMM He TIOo[TBepAwWIach, MeToJaMH,
YCTOUYUBBIMU K MepexBary;

- KOHTPOJIS 32 CeTEeBOW aKTUBHOCTBIO TTPUIOKEHUM U 0OHApY>KeHUsI CeTeBbIX aTak.

[TogcucteMa peanu3yeTcsi BHEAPEHWEM MMPOrPAaMMHO-aNMapaTHbIX KOMILJIEKCOB
Me)KCeTeBOro SKpaHWpoBaHUs Ha rpaHuLie JICB, ki1accoM He HUXe 4.

4.5 ITopcucreMma aHa/1M3a 3AIMUILEHHOCTH

[MogcucTemMa aHamM3a 3alllMIEHHOCTH, [JO/DKHa oOecreurBaTh — BbIsBJIEHUS
ySI3BUMOCTEM, CBsI3aHHBIX C ommbkamu B KoHburypauuu [1O MCII[H, KOTOpble MOTYT
ObITH MCIOb30BaHbl HAPYIIUTEIEM [I7Isl pean3aliii aTakd Ha CUCTEMY.

@OyHKIMOHAM TIOACUCTEMbl MOXeT ObITh peasn30BaH IIPOTPaMMHBIMM U
TIpOrpaMMHO-anrapaTHbIMU CpeJCTBaMU.

4.6 Tlogcucrema oOHaApYy)KeHUSA BTOP)KEHUH

[MopcrcTema obHapy>keHUs1 BTOPXKeHUH, JO/DKHA 00eCrieunBaTh BbIsSIBJIEHHEe CeTeBbIX
arak Ha snemeHThl VCII/JH mofgkaroueHHble K CeTsM OOILero Tojb30BaHUS U (W)
MeXKyHapoJHOro oOMeHa.

@OyHKIMOHAM TOJCUCTEMbl MOXeT ObITb peann30BaH IIPOrPaMMHBIMU U
MPOrpaMMHO-arapaTHbIMU CpeJCTBaMHU.

4.7 IToacucreMa Kpunrorpaguueckoi 3auuThI

[ToacucTeMa KpunTorpadyueckou 3alyThl peHa3HavyeHa A1 uckaouenus HCI
3amuiaemort nHGopmariuu B CII/IH YupexxaeHusi, IpU ee Tiepeaud Mo KaHalaM CBSI3U
ceTeli 0011[eTO MOMb30BaHUs U (W) MeKIYHapOAHOTO oOMeHa.

[MogcucremMa  peanusyeTcsi BHeApPeHUs  KpUNTOrpaUUecKUx  MPOrpaMMHO-
ariraparHbIX KOMILIEKCOB.

5 Ilonb3oBaresn UCII/H

B Kontjemnuy nHGopMalioHHOW 0e301acHOCTH OTpe/ieieHbl OCHOBHBIE KaTeroprur
moJsib3oBaTesied. Ha 0CHOBaHMM 3THX KaTeropuu JI0/DKHA OBIThH ITPOM3BeeHAa TUITU3al[Hs
nonb3oBarener UCII/IH, onpegeneH UX ypoBeHb JOCTYIa U BO3SMOXXHOCTH.



B UCII[OH YupexaeHuss MOKHO BBIJEJUTH CAeAYHOLMe TPYMIbl MOJIb30BaTesew,
yuacTBYIOIIUX B 00paboTke v xpaHeHuu [1/1H:

- Apmunuctparopa UCIT/IH;

- AamuHucTpaTopa 6e30MacHOCTH;

- Onepatopa APM;

- AJMUHUCTpaTopa CeTy;

- TexHMUeCKOTO CIeLjanucTa o obcayx1BaHuo neprdepuiiHoro 060py10BaHuUs;

- [Iporpammuct-paspabotunk MCITIH.

IlaHHble O rpymnmax I0/b30BaTe/siX, YPOBHE UX [OCTyNa U UH(POPMUPOBaHHOCTU
no/mkeH ObITb  oTpakeH B [losokeHWe O pasrpaHUWYeHUM TMpaB  JOCTyrMa K
oOpabaTbIBaeMbIM [1ePCOHA/TEHBIM JaHHBIM.

5.1 Agmunucrparop UCII/In

ApvunuctpaTtop UCIIIH, cOTpygHUK YupeXXaeHusi, OTBEeTCTBEHHbIN 3a HACTPOMKY,
BHezipeHUe U cornpoBoxkaeHue VCITIH. ObecrnieuriBaeT (PyHKI[MOHUPOBaHUE TIOJCUCTEMbI
yrpasieHus pgocrynom MCII/JIH ¥ ynosHOMOYeH OCYILeCTB/IATh IIpe/loCTaB/IeHue U
pasrpaHdueHre [OCTyra KOHe4yHOoro mnojb3oBarensi (Onepatopa APM) K snemMeHTam
XpaHALIUM [IepCOHa/IbHbIe JaHHbIe.

ApmunuctpaTop UCIT/IH 06/1a/jaeT cieyroiuM YpOBHEM JOCTYTIAa U 3HaHUM:

- obsazaer monHON WHGOpMaleld O CHUCTEMHOM U TPHUK/IAZHOM TPOrPaMMHOM
obecrieuenuu CIT/IH;

- obsazaeT moMHOM WHGoOpMalell 0 TeXHUUeCKUX CpeJCcTBaX U KOH(Urypaiuu
NCII/n;

- IMeeT JOCTYIl KO BCeéM TeXHHWYeCKHMM CpejcTBaM 00paboTku wuHdopmaryu u
nanneiv CIT/IH;

- obnajaeTr TpaBaMyM KOH(UTIYpUPOBaHWS M aAMUHUCTPAaTUBHOW HACTPONKHU
TexHUuYeckux cpezcts UCIIIH.

5.2 AAMHUHHUCTPATOP 0€30macHOCTH

AMuHuCcTpaTOp 0€30MacHOCTH, COTPYJHUK YUpeXK/eHUs, OTBeTCTBEHHbIH 3a
dyskimonrpoBanue C3I1/IH, BKItOUYasi 06C/Ty>KMBaHWe U HAaCTPOWKY a[IMUHUCTPAaTUBHOM,
CepPBEPHOU M KJIMEHTCKOM KOMITOHEHT.

ApamunucTpaTop 6e3omacHocTy 00/1a/1aeT C/ieyHOIIMM YPOBHEM IOCTYTIAa U 3HAHUI:

- obmagaet mpaBamu A amunrctpaTtopa VUCTT/IH;

- obmagaet momHo# uHbopMarment 06 CIT/IH;

- IMeeT JIOCTYTI K CpeJiCTBaM 3allliThl MH(GOpMallMK ¥ POTOKO/IMPOBaHUS U K YacTU
K/ItoueBbIX 3/1eMeHTOB VICIT/IH;

- He uMeeT TpaB /0CTyrna K KOH(MUTypUPOBaHUI0 TeXHUUECKUX CPe/ICTB CeTH 3a
VCK/TFOUEHHEeM KOHTPOJIbHBIX (MHCIIEKI[MOHHBIX).

ApamuHMCTpaTOp 6€3011aCHOCTH YIIOTHOMOYEH:

- peai30BbIBaTh TTOJIUTHKH 0€30TacHOCTH B uacTH HacTporku CK3U, MekceTeBbIX
9KPaHOB M CHUCTeM OOHapy)kKeHHs aTaK, B COOTBETCTBUM C KOTOPbIMU I10/Ib30BaTe/b
(Onepatrop APM) nonyuaeT BO3MOXXHOCTb paboTtath ¢ 3nemeHTamu UCIIT/IH;

- OCYLL|eCTBJIATh ayJUT CPeJCTB 3allUThI;



- yCTaHaB/IMBaTh [JOBEPUTEJIbHbIE OTHOLIEHUS CBOEW 3alllMILeHHOU CeTHU C CeTSIMH
APYTUX YUupexXIeHUH.

5.3 Oneparop APM

Onepatop APM, cOTpyJHUK Yupex[eHWs, OCyIleCTB/stoIMi 06paboTky I1/H.
Ob6paboTtka [1/1H BK/ItOYaeT: BO3MOXXHOCTh ripocmoTpa [1/]H, pyuHoii BBog [1/1H B crcTemy
NCIIOH, ¢opMupoBaHUe CIIpaBOK W OTUYETOB IO WUHGOpMalyu, rnoayyeHHou u3z MCII/I.
OmnepaTtop He WMeeT MOTHOMOUMI /IJIsi YTIpaB/ieHus TIocucTeMaMu 06paboTKU JaHHBIX U
C3I1JH.

Omneparop UCIIIx ob6nafjaeT ciieAyroMM YPOBHEM [JOCTYTIa U 3HAHUM:

- obmajaer BceMM  HeOOXOJUMBIMH  aTpubOyTamMu  (HampuMep, I1apoJieM),
o6ecrieunBarLMMU JOCTYT K HEKOTOPOMY TToiMHOKecTBY [1/1H;

- pacrionaraeT KOH(pUAeHLMabHbIMU IaHHBIMU, K KOTOPbIM UMeeT JOCTYII.

5.4 AAMMHHUCTPATOP CeTH

AJIMUHUCTpPaTOp  CeTH, COTPYJAHUK  YUupexXJeHus, OTBETCTBEHHbIM  3a
(yHKIIMOHMPOBaHWe Te/leKOMMYyHUKal[MoHHOM TioAcucteMbl WCIIIH. AaMuHUCTpaTOp
CeTM He HMeeT TOJHOMOYMN [/ yIIpaBjieHusl MojcucTeMaMu 00pabOTKM [JaHHBIX U
6e30MacHOCTH.

ApamunHUCTpaTOp ceTy 006/1a/iaeT CieJyIOIIUM YPOBHEM /IOCTYTIA U 3HAHUM:

- obsaziaeT yacThto WHGOpPMAIMM O CHUCTEMHOM U TPHUKIAAHOM ITPOrPaMMHOM
obecrreuennu CIT/IH;

- 00/1afiaeT YacTbi0 MH(OPMAIMM O TEeXHWYEeCKUX CpeJCTBAaX U KOH(GUTyparuu
NCII/n;

- MeeT (hU3NUeCKUH AOCTYM K TEXHUUeCKUM cpeicTBaM 00paboTky nHbopMaliuu u
CpeZCTBaMm 3all[UThl;

- 3HaeT, 110 MeHbIIIel Mepe, OJHO JieraJibHOe UMS I0CTyTIa.

5.5 TexHNUeCKHi Criel{HATUCT MO0 00C/Ty)KuBaHHI0 nepudepuiiHoro od6opy/oBanus

TexHUUeCKUI  CTeIUaIucT 10  O0OC/Ty)KMBaHWIO, COTPYAHUK  YUpeXX/eHus,
OCYIIIeCTB/IsIET 00C/Ty)KMBaHHWe W HaCTPOWKY mnepudepuitHoro obopyzoanusi MCIIIH.
TexXHUUeCKUI CIeLUaT|uCT 10 00C/Ty)KMBaHUI0O He uMeeT focTyra K [I/IH, He umeeT
TIOJTHOMOYMM [I7Isl YTIpaBJIeHus TI0/[CUCTeMaMK 00paboTKU JaHHBIX U 0€30TTaCHOCTH.

TexHUUYeCKHi CIieluanucT 1o OOCTy)KMBaHUIO 00JsiafiaeT CefyrOIUM ypPOBHEM
[OCTyTa U 3HAHWUM:

- ob/aziaeT yacThto WHGOPMAI[MM O CHUCTEMHOM W TPHUK/IAJAHOM ITPOrPaMMHOM
obecnieuennu UCII/[IH;

- 00/1aziaeT YacTbi0 MH(OPMAIMM O TEeXHHUYECKUX CpeJCTBAaX U KOHMUTYparjuu
NCII/H;

- 3HAeT, 10 MeHbLIeN Mepe, OZJHO JIeTaJlbHOe UM [0CTyTa.



5.6 ITporpammucT-pa3padoruuxk UCII/

[TporpaMMHCTBI-pa3paboTurik  (TIOCTAaBIIMKHK)  TIPUK/IQHOTO  POrPAMMHOIO
obecrieueHusi, obecrieurBaoIlie ero COMPOBOXKAeHWe Ha 3amuiraeMoMm obwekTe. K
JAHHOM TPYyIIe MOTYT OTHOCHUTbCS KaK COTPYJHUKH YUpEeXAeHHUs, TaK U COTPYAHHKHU
CTOPOHHHUX OpraHU3al[yi.

JIn1jo 3TOM KaTeropuu:

- obmajaet uHboOpMarel 06 ajropuT™Max M rporpammax 06paboTky nHbopMaIlun
Ha UCII/H;

- 0b/azlaeT  BO3MOXHOCTSIMM ~ BHeCeHWs  OIIMOOK,  HeJeK/JIapupOBaHHBIX
BO3MO>KHOCTeM, TPOrPaMMHBIX 3aK/1a/loK, BPeJAOHOCHBIX TPOTrpaMM B TIPOrPaMMHOe
obecrreuenre VICIT/IH Ha cTaguu ee pa3pab0OTKH, BHEIPEHUS Y COTTPOBOYK/I€HHS;

- MOXKeT pacriosiaraTh JitoObIMH pparMeHTamMu nHbopMaiyu o Toronorvuu MCITIH u
TeXHUUECKUX CpeficTBax 00paboTKu u 3amuThl [1/1H, o6pabatbiBaeMbix B UCII/IH.

6 TpeGoBaHus K MepCcoOHAIy MO odecrneyeHU 0 3amuThl I1/1H

Bce cotpygHuku YupexzneHus, siBisitoiyecs nosib3oBarensivMu MCIIIH, J0/DKHBI
YeTKO 3HaTh M CTPOTO BBITIO/IHATH YCTAaHOB/IEHHBIE TpaBU/Ia U 005S3aHHOCTH TI0 IOCTYITy K
3alUII[AeMbIM 00BEKTaM U COOJTI0IeHHIO IPUHATOrO pexkuma be3omacHoctu IT/TH.

[Tpu BCTYTIZIEHUN B [IOJDKHOCTH HOBOTO COTPYZHHMKA HETIOCPe/ICTBEHHBIM HauaTbHUK
ro/ipa3ziesieHusi, B KOTOpPOe OH TIOCTyTiaeT, 00si3aH OpraHW30BaTh €r0 O3HAaKOMJIEHHE C
JO/DKHOCTHOW WHCTPYKIMEM W HeoOXOAWMBIMH JOKYMEHTaMH, perjiaMeHTHPYIOLUMHU
TpeboBaHus 10 3amute I[I/JH, a Takke oOydeHHe HaBBIKAM BBITIOJTHEHUS IIPOLIEAYD,
He0OXOUMBIX /11 CAHKITMOHUPOBAHHOTO McTo/ib3oBaHus UCIT/IH.

CoTpyAHUK JAO/DKeH ObITb O3HAKOMJIEH CO CBefileHUssMU Hactosiieid IToauTukwy,
MIPUHATBIX TIpotiefyp paboTsl ¢ 3mementamu UCITIH u C3T1/IH.

CoTpyAHUKU YupexxjeHus, WCTIO/TB3YHOIIHe TeXHAYeCKHue cpeacTBa
ayTeHTU(HKALMH, JO/DKHBI 00ecrieunBaTh COXPAHHOCTh UAEHTH(UKATOPOB (3/IeKTPOHHBIX
Kmoueil) U He gomyckate HCJI K HMM, a TakK ke BO3MOKHOCTb WX yTepH WIU
WCTIO/Tb30BaHUSI ~ TPeThbUMHM  JuIjaMi.  [losb30BaTeid  HECYT  MepCOHATbHYIO
OTBETCTBEHHOCTD 3a COXPAaHHOCTb UIeHTH(HUKATOPOB.

CoTpyiHUKM YUpeXXIeHUs [O/DKHBI CJie/[oBaTh YCTAaHOBJIEHHBIM IIpOlielypam
no/ifiepKaHus pexkuMa 6e3omacHocTtu [1/1H nipy BEIOOPe M MCIT0/Ib30BaHWH TTapoJiel (ecsiu
He WCITO/b3YIOTCS TEXHUUeCKWe CPe/iCTBA ayTeHTU(hHKALIIN).

COTpyIHUKM YUpeX[eHHsI [JO/DKHBI 00ecrieurBaTh HaZJIeXKallylo  3allluTy
obopy/ZioBaHUSs, OCTaB/isieMOro 0e3 TIpUCMOTpa, OCOOEHHO B TeX Cydvasix, Korjia B
ToMelljeHe WMeIT JOCTyN TIOCTOPOHHMWe Juvla. Bce monb3oBaTenu [JO/DKHBI 3HAThb
TpeboBaHus 110 Ge3oracHocty I1/IH ¥ MporeAypsI 3al[UThl 000PYI0BaHMs, OCTaBJIEHHOTO
6e3 mpucMoTpa, a TakKe CBOU 00s13aHHOCTH 110 06ecrieyeHHI0 TaKo! 3allUThl.

CoTpyAHMKAaM  3ampeljaeTcs  yCTaHaB/IKWBaTh  IIOCTOPOHHEe  IPOrpaMMHOe
obecrieueHue, TOAK/IIOUATh JIMUHbIe MOOW/IbHBIE YCTPOMCTBA M HOCUTEM MH(MOPMALWH, a
TakK yke 3alMChiBaTh Ha HUX 3allUiljaeMyr0 HHPOpMaIHio.

CoTpyilHMKaM 3aTipelljaeTcsl pasrJailaTh 3alluillaeMyr0 WHGOpMaI[io, KOoTopas
CTajla UM W3BeCTHA NpHu paboTe ¢ WHMOOPMAILMOHHBIMU CUCTEMaMH Y UPEXK/eHUS, TPeTbUM
JTULIAM.



[Tpu pabote c¢ T1Ju B UCII[JH cOTPyAHWKU YupekaeHWs 00si3aHbl 00ecrieurThb
OTCYTCTBHE BO3MOXXHOCTU mnpocmotpa II/JH TpeTbuMU ULjaMU C MOHUTOPOB APM wu
TepMUHAJIOB.

[Tpu 3aBepuieHnu pabotbl ¢ UCII[IH coTpygHUKH 00si3aHbl 3amuTuTh APM min
TePMUHAJIbI C TIOMOILBI0 OJIOKMUPOBKHM K/IFOUOM WM SKBUBAJIEHTHOTO CpeZiCTBa KOHTPOJIS,
HampuMep, [AOCTYIIOM TIO TapoJito, ecd He UCIO/b3YyITCs Oosiee CUIbHBIE Cpe/iCTBa
3aLLUTBHL.

CoTpyAHUKU Yupex/eHusi [JO/DKHbl ObITh TIpOMH(GOPMHUPOBaHbBI 00 yrposax
HapyIlleHust pexkuma Oe3oracHocT [1/JH U OTBETCTBEHHOCTH 3a ero HapyiieHue. OHU
JOJDKHBI OBITH 03HAKOMJIEHBI C YTBEP)KAEeHHOU (opManbHOM MPOILeAYPON HaIOXKeHHs
JVICLIUTVIMHAPHBIX B3bICKAHWM Ha COTPYAHUKOB, KOTOPbIE HAPYLLUW/IU MPUHSTHIE TTOJIUTUKY
1 iporieiypbl 6e3omnacHoctu [1/1H.

Cotpyanuku 06s13aHbl 6e3 mipoMezyieHUs1 coobijaTh 000 Bcex Hab/roZjaeMbIX WM
MOJ03pUTeNbHBIX ciydyasix paborbr MCIIJH, Morymmx ToBjaeub 3a c000M yrpo3bl
6e3onmacHoctu II/lH, a Takke O BBIBIIEHHBIX HWMH COOBITUSIX, 3aTparyuBarOIINX
6e3onmacHocts I1/lH, pYKOBOACTBY Tiofpa3fie/ieHMsi W JIMlly, OTBeYawlleMy 3a
HeMe/lJleHHOe pearMpoBaHre Ha yrpo3bl Oe3omnacHocTtu [1/1H.

7 J10/DKHOCTHBIE 00s13aHHOCTH To/1b30Bareied UCIIIn

HNomkHoCTHBIe 00si3aHHOCTU Tonb3oBarenedd VICIIJH ommcaHbl B ClefyHOIIUX
[IOKyMeHTax:

- uctpykuusa agmuauctparopa UCII/IH;

- MHcTpykuums agmuHucTpaTopa 6e3onacHoctd UCTI/H;

- uctpykuus nosb3osatensa UCII/IH;

- IHCTpyKLMA MOJIb30BaTe/sl IPU BO3HUKHOBEHUHY BHEIITAaTHBIX CUTYaLUU.

8 OTBeTcTBeHHOCTH COTPYAHMKOB UCII/IH YupexjeHus

B cootBercTBUM cO cT. 24 ®DenepanbHOro 3akoHa Poccurickout depepauym ot 27
ntonig 2006 r. Ne 152-@3 «O mnepcoHa/lbHBIX [JaHHBIX» JIMLla, BUHOBHbIE B HapylleHUH
TpeboBaHuii faHHOro ezepanbHOrO 3aKOHA, HECYT TPaKJAaHCKYH0, YTOJIOBHYIO,
aZIMVHUACTPAaTUBHYIO, JUCLIUIUVIMHAPDHYI0 U UHYIO TPefyCMOTPEeHHYI0 3aKOHO/AaTeTbCTBOM
Poccurickon @efiepaliiyi OTBETCTBEHHOCTb.

MelicTByIOI[ee 3aKOHOATENbCTBO P® T0O3BO/SIET TpeNbsAB/ISATL TPeOOBAHHS TIO
obecrieuerunto Oe3omacHoM pabOThI C 3aluIljaeMol HWHMOpMaIel W TpenyCcMaTpPUBAeT
OTBETCTBEHHOCTh 3a HapylleHWe yCTaHOBJIEHHBIX MpaBUJ/ 3KCIuTyaTaluu OBM u cucrtem,
HernpaBOMepHbIN AO0CTYN K MH(POPMAaLK, eC/IU 3TU [JeHCTBUS TIPUBE/IM K YHUUTOXXEHUIO,
6/10K1poBaHKI0, MoAU(UKaLMKY WHGOPMALIUK WKW HapylieHuto pabotel DBM umm ceteit
(craTteu 272,273 1 274 YK P®).

Apvunrctpatop UCIIH u agMuHKUCTpaTOp 6€301acHOCTH HECYT OTBETCTBEHHOCTh
3a BCe JIeUCTBUS, COBEPILIEHHbIE OT UMEHU UX YUETHBIX 3alMCer UM CUCTEMHBIX YYETHBIX
3anucei, eciM He [0Ka3aH (aKT HEeCaHKLMOHMPOBAHHOTO WCIMO/Ib30BaHUS YYETHBIX
3anuceu.

[Ipy HapylIeHUsIX COTPYAHUKAaMU YupexxaeHus: — nosb3oBatesierd MCIIIH npaBun,
CBsi3aHHBIX C Oe3omacHocTbio I1/IH, OHUM HeCyT OTBeTCTBEHHOCTb, YCTAHOBJEHHYIO
JIeWCTBYIOIIMM 3aKOHOAATenLCTBOM Poccurickon ®eneparum.



[TpuBeseHHbIe BbIle TpeOOBaHWS HOPMATHBHBIX JOKYMEHTOB TIO 3allldTe
WHGOPMAIUHU TOJDKHBI ObITh OTPayKeHbI B I10/10’)KeHUSIX O TIOZIpa3/ie/IeHUsAX Y upeKIeHus],
ocymiecTBastoiux 00pabotky I1/IH B MCIIJJH ¥ [JO/DKHOCTHBIX HWHCTPYKIUSX
COTPY/IHUKOB YUpeXX/IeHUs.

Heobxomumo BHectu B Ilojio)keHMsT 0O  TIOZipa3fie/ieHUsAX — YUpexk7eHus,
ocymiectBastoiux obpabotky II/lH B WMCII[IH cBefgeHuss 00 OTBETCTBEHHOCTH UX
DYKOBOJWTeNer W COTPYJHUKOB 3a pasr/alleHhe UM  HeCaHKLMOHWPOBaHHYHO
MoauduKaluo (uckakeHue, danbcudukanuio) [1/JH, a Takke 3a HelpaBOMepHOe
BMeIIIaTe/TbCTBO B MPOLIECCHI UX aBTOMAaTH3UPOBAHHON 00pabOTKM.

9 CIIMCOK HMCIO0/Ib30BAHHBIX HCTOUHHUKOB

OCHOBHBIMM HOPMAaTUBHO-TIPaBOBBIMM W METOJUYECKUMU [JOKYMEHTaMH, Ha
KOTOpPBIX 6a3upyeTtcs HacTosiiiee [Tosio)keHre SIBSIFOTCS:

1 ®epepanbhbii 3akoH OT 27.07.2006 1. No 152-®3 «O mepcoHanbHBIX JAaHHBIX»
(mamee — @3 «O mepcoHaNbHBIX JAHHBIX»), YCTaHABAWBAIOLIUA OCHOBHbIE MPUHLIUIBI U
ycnoBuss obpaborku I1/IH, mpaBa, 00S13aHHOCTM W OTBETCTBEHHOCTh YUYaCTHHUKOB
OTHOIIIeHUH, CBSI3aHHBIX C 00paboTkoii [1/1H.

2 «Ilonokenue o6 obecrieueHHWH 0e30MACHOCTU TMEPCOHAMBHBIX AAHHBIX TIPU UX
obpaboTke B HWH(GOPMAIMOHHBIX CUCTeMaxX TePCOHAbHBIX [aHHBIX», YTBepXKAeHHOe
[TocranosnenueM IIpaBurtesnsctBa P® ot 17.11.2007 r. Ne 781.

3 «Ilopsgmok  mpoBefieHHs — KjlacCM(UKalyyd  UH(POPMALMOHHBIX  CUCTEM
MepPCOHAJIbHBIX [JAHHBIX», YTBEPKAeHHbIM coBMecTHbIM [Iprkazom @CTOK Poccum Ne 55,
@®CB Poccun Ne 86 1 Munundopmcssasu PO Ne 20 ot 13.02.2008 r.

4 «ITosoxkeHne 06  ocobeHHOCTSIX  00pabOTKU  TepCOHa/NbHBIX  JIAHHBIX,
ocyllecTBiasieMoid 6e3 HCIO/b30BaHUSI CPeJCTB  aBTOMATWU3alluh», YTBEpXKJeHHOe
[TocranosnenueMm IlpaBurensctBa P® ot 15.09.2008 1. Ne 687.

5 «TpeboBaHusi K MaTepUaJbHbIM HOCUTEISIM OMOMEeTPUUeCKHUX T1ePCOHATbHbBIX
JAaHHBIX W TEXHOJIOTUSIM XpaHeHUsl TaKWX [JaHHbIX BHe WH(POPMALMOHHBIX CHUCTEM
TepCoOHaIbHBIX [IaHHBIX», yTBepkAeHHble I[loctaHoBsieHueM IIpaButenscTtBa PP oT
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTO/[uUeCKe  JOKyMeHTbl — @PejepansbHONM  C/yKObl  TIO
TeXHUYEeCKOMY U 3KCIepTHOMY KOHTpomto Poccuiickont ®epepauuu (manee - ®CTOK
Poccumn) o obecrieuenuto 6e3onacHoctu [1/1H nipu ux obpabotke B UCIT/IH:

7 PekoMeHZaLMKy 110 obecrieyeHH0 06e30MacHOCTU MEePCOHA/IBHBIX AAHHBIX TIPU UX
00paboTke B MH(GOPMAL[MOHHBIX CHCTeMaX IMepCOHAabHbIX [JaHHBIX, YTB. 3aM. AUPEKTOpa
OCTIK Poccum 15.02.08 r. (ACIT)

8 OCHOBHbIe MepONpUATHS TI0 OpraHu3alid W TeXHUUeCcKoMy o0becrieueHUIo
6e301acHOCTH TepPCOHabHBIX JJaHHBIX, 00pabaThiBaeMbIX B MH(OPMALIMOHHBIX CUCTeMax
NepCOHabHBIX JaHHbIX, YTB. 3aM. aupekTopa ®CTOK Poccun 15.02.08 r. (A CII)

9 Ba3oBast Moziesib yrpo3 6e30MMacHOCTH TePCOHAMBHBIX JAHHBIX MPU UX 00paboTKe
B MH(POPMALIMOHHBIX CUCTeMaX MepCOHaNbHBIX [JaHHBIX, YTB. 3aM. gupekropa ®CTOK
Poccun 15.02.08 r. (ACIT)

10 Metozvika oripefie/ieHUs1 aKTya/lbHBIX Yrpo3 0e30MacHOCTH TepCOHATbHbBIX
JAHHBIX TIpY X 00paboTke B MH(GOPMAIIMOHHBIX CHCTEMax MepPCOHA/IbHBIX JIaHHbBIX, YTB.
3am. nupektopa ®CTOK Poccum 15.02.08 r. (ACII).



	Содержание
	Определения
	Обозначения и сокращения
	Введение
	1 Общие положения
	2 Область действия
	3 Система защиты персональных данных
	4 Требования к подсистемам СЗПДн
	4.1 Подсистемы управления доступом, регистрации и учета
	4.2 Подсистема обеспечения целостности и доступности
	4.3 Подсистема антивирусной защиты
	4.4 Подсистема межсетевого экранирования
	4.5 Подсистема анализа защищенности
	4.6 Подсистема обнаружения вторжений
	4.7 Подсистема криптографической защиты

	5 Пользователи ИСПДн
	5.1 Администратор ИСПДн
	5.2 Администратор безопасности
	5.3 Оператор АРМ
	5.4 Администратор сети
	5.5 Технический специалист по обслуживанию периферийного оборудования
	5.6 Программист-разработчик ИСПДн

	6 Требования к персоналу по обеспечению защиты ПДн
	7 Должностные обязанности пользователей ИСПДн
	8 Ответственность сотрудников ИСПДн Учреждения
	9 Список использованных источников

